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SUMMARY

In this report we present the results of our investigations regarding the correct approach for the anal-
ysis of networked control systems. In fact, problems arising in networked control applications involve
different disciplines, namely control, communication and computer science. The difficulties in finding a
synthesis of these three areas of research are numerous, but one of the most critical issues arises from the
difference on the performance measures that are typically considered in each of the areas. This is indeed
the focus of this report. We start by summarizing the performance indexes that are typically considered
in control, communication and computer science, which a particular emphasis in pointing out their dif-
ferences and similarities. The outcome of our analysis is that there does not exist a general recipe for
performance evaluation of a networked control system, since the application range for such systems is
too wide. This suggests that the performance metrics must be selected based on the specific application
which is addressed. Although this finding seems a trivial disappointing answer, it results in a source of
interesting and inspiring novel research directions. Indeed, in the present document we show through
examples how specific networked control or estimation problems can be inspiring starting points for the
research activities of the present project, once the proper performance index is considered. In fact, in
these examples we show how, in networked control and estimation problems, there are many opportu-
nities for new relevant theoretical questions. In particular, the contribution of control, communication
and computer science theory will play an important role in networked control systems and will foster
the development of a common culture.
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1 Introduction

The present project deals with problems whose solution requires methodologies which fuse together
the instruments of different disciplines, namely control theory, communication, information theory, and
computer science. Each of these disciplines has its own characteristics in terms of problems that are
typically faced, in terms of the language in which the solutions are proposed, and in terms of the design
requirements and constraints.

This deliverable focus on this last fact, namely on the different performance indices which are peculiar
to each of these disciplines and on their relevance to the class of problems considered in the present
project. In this document we first briefly recall the performance indices which are considered in pure
control, communication and computing applications. This presentation is necessarily brief since its aim
is only to provide a framework for the subsequent sections. Then we present a discussion about the
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guidelines for determining the performance indices which are suitable for networked systems and how
these are related to the indexes which are peculiar to control, communication and computation. In this
report we do not present technical results since the objective of the associated task, after the first year of
the project, was not to present final answers to the questions raised in the project proposal, but only to
make those questions more precise in order to try to find their answers more effectively during the rest
of the project.

1.1 Performance indices in estimation and control

In control theory there are two problems that are classically considered. One is the estimation problem
which yields to the theory of Kalman filtering. This consists in estimating an hidden quantity, called the
state of the system, from the observation of some correlated signals. In this case the performance index
is quite natural, namely it is the size of the estimation error.

The second problem, which is properly called the control problem, consists instead in trying to modify
a plant dynamics making them suitable to desirable specifications. The main feature of the control is the
heterogeneity of the plants to be controlled but especially of the specifications to be obtained.

In some cases the objective is simply to make one variable of the plant to follow a reference trajectory,
so to obtain desired profiles, despite to the presence of noise and of errors in the system description. In
this case the size of difference between the reference trajectory and the actual variable can be considered
a significant performance index. In this scenario two different regimes are considered. One is the
transient regime, which deals with the error signals characteristics in the time periods close to sudden
variations of the reference trajectory. The second regime is called steady state regime and it considers
the error signals characteristics in the time periods in which the reference is constant or at least slowly
varying.

It is a classical fact in control that often the performance in these two regimes are conflicting and that
the difficulty in solving a control problem stands in determining a trade-off between them.

1.2 Performance indices in communication

In classical communication theory the problem to be solved consists in sending information from a
transmitter to a receiver. Information to be transmitted is modeled as a random variable. This is first
transformed into a string of zeros and ones (bits) in which the redundancy is first reduced (source coding)
so that the information is compressed. Then, in order to make the transmission robust to channels errors,
some redundancy is added in an optimal way with respect to the channel characteristics (channel coding).

Both these two operations are typically performed with little consideration of:

1. the specific objective of the information transmission (voice, video, images, monitoring, con-
trol,...);

2. the delays introduced by the source and channel coding algorithms.

In case of information transmission for control, the presence of sensible delays is a factor of perfor-
mance deterioration and for this reason delays must be kept as small as possible. The concept of anytime
information theory [27, 26, 28] is a promising approach to deal with this kind of problems.
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1.3 Performance indices in computation

In computer science the typical performance index is the computational complexity, which can be
described simply as the number of computer iterations necessary complete a task. A very rough clas-
sification of the algorithmic computational complexity is the one which distinguishes the algorithms
whose complexity is at most a polynomial function of the problem dimension and the algorithms whose
complexity is at least an exponential function of the problem dimension.

This is only the first and probably the most important performance index in computation. More
recently, for high complexity problems a different class of algorithms have been proposed. These are
based on procedures which solve a problem only approximately, within a given accuracy, or with a
certain probability. Typically these algorithms are such that, the more iterations you allow, the better
the accuracy or the lower the error probability. A particular class of these algorithms are called anytime
algorithms [33], which ensure an increasing accuracy in the result as far as the number of iterations
grows. The main feature of anytime algorithms is that the user does not need to decide the accuracy
before the algorithm starts to run, but, instead, the algorithm can be stop ‘anytime’, always providing a
reasonable result, with the better quality the more the algorithm is allowed to operate. Such algorithms
are particularly useful in case we need to run a task in real time, situation which is typical in control
applications. Real time is a particularly critical requirement is case of computer units running several
tasks at the same time so that a priority management becomes necessary.

Finally, another classical variation in the analysis computational performance has been proposed when
in computer science the problem of distributed and parallel computation has been considered. In this
case, instead of having several tasks running at the same time on one computer unit, we have one task
to be distributed over several communicating computer units. In this case, two problems have to be
considered. On the one hand, the possibility for an algorithm to be distributed over several units has
been first analyzed. Then, the cost in terms of data communication has been analyzed, this case being
important when the units are distributed geographically and with costly communication, as it happens in
wireless sensor networks. A relevant theoretical framework able to provide interesting answers in this
set-up is given by the theory of communication complexity [18].

2 Performance indices in networked control systems

The design of networked control systems require methodologies which use at the same time control
theory, communication theory and computer science. However, these theories have been developed in
the past for solving distinct problems which typically had very little to do with each other. In the devel-
opment of interdisciplinary methodologies, it is natural to start from the characteristics of the specific
problems we aim to solve. In other words, it will be the applications we have in mind which will suggest
in general what is needed from control theory, communication theory and computer science and which
are the performance indices which should be considered, in particular.

In order to illustrate this general concept, we will use some specific problems which we are consider-
ing in the present project. For those problems it will be clear how the choice of the performance indices
is indeed the right point to start from in the developing co-design methodologies. At this preliminary
stages we will be not very precise and general in the description of the problem solution, since the objec-
tive of this deliverable is not to propose solutions but instead to give an idea of the proposed investigation
approach.
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3 Consensus and distributed estimation

In recent years the analysis of the coordination mechanisms of multiagent systems is attracting an
enormous attention in the engineering community. This is mainly due to the intrinsic robustness and
to the degree of adaptation which these systems exhibit in nature which makes their structure very
attractive also as an inspiring design paradigm for many engineering systems. This paradigm consists
in the possibility of obtaining high performance levels through numerous simple and cheap cooperating
units.

The analysis of information dynamics which allow these systems to work properly is a challenging
problem for the information engineering community, since, while it is quite difficult to find a common
feature exhibited by all cooperating systems, it is clear that cooperation needs communication and so
efficient cooperation is surely related to efficient information diffusion.

One of the simplest instances of coordinated task is distributed estimation, by which a sensor network
aims to have a good estimate of an unknown quantity through numerous noisy measurements. It is
intuitive that, in order to obtain an estimate of this quantity, we need to compute the average of the
measurements that each sensor is able to produce and this requires information diffusion in the sensor
network. One solution to this problem comes from linear average-consensus algorithm [24], which
allows to compute an average in a distributed way. Although it is not the most efficient method to reach
this goal, this technique is attracting a lot of attention mainly because of its simplicity, which makes it
intrinsically robust to node or to communication failures [11].

An average consensus algorithm is determined by a doubly-stochastic matrix P and the evolution of
this algorithm is well described by the associated Markov chain. Indeed, through the theory of Markov
chains, it is possible to prove that, under rather weak assumptions on P , the algorithm works prop-
erly. Traditionally, the index which is considered for determining the performance of a specific average
consensus algorithm is given by the exponential rate of convergence of the algorithm which coincides
with the second largest eigenvalue of P . In the literature devoted to Markov chains, much research has
concerned estimations of this index [9] from the network architecture.

However, when this algorithm is used for specific applications requiring the distributed computation of
an average, different performance indices become natural instruments for comparing different choices
of the matrix P . This section will show some examples when this is the case. These examples will
highlight that these new indices depend on all the eigenvalues of P and so they can provide different
evaluations in the matrix selection. This remark calls for new results in spectral graph theory.

Moreover, in this section we will show that the study of performance indices different from second
largest eigenvalue is essential in large-scale networks, namely in networks formed by a large number
of cooperating agents. In this case the asymptotic analysis of these algorithms can be done both with
respect to time and respect to the number of agents. In fact, in this case a trade-off can be expected, since
an increasing number of agents will naturally be beneficial to the estimation precision, but on the other
hand it will result in a more difficult communication among the agents. While this trade-off becomes
quite clear when choosing correct performance indices, it is not highlighted by the study of the essential
spectral radius, which only takes into account the slower information exchange. Our analysis allows
instead to correctly highlight this trade-off.
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3.1 Consensus algorithm and its standard performance index

Assume we have a finite set of nodes V = {1, 2, . . . , N} and that each node i ∈ V knows a real
number zi. Let z ∈ RN be the vector having zi as components. Assume a (directed) graph G = (V,E)
is given describing the allowed communications. More precisely, at each time t ∈ Z a node i can send a
real number to a node j if and only if (i, j) belongs to E. We will assume that G is strongly connected
and that (i, i) ∈ E for all V . Consider the following iterative algorithm in which we have a sequence of
vectors x(t) ∈ RN for t = 0, 1, 2, . . . and in which x(0) = z and

x(t+ 1) = Px(t)

where P ∈ RN×N . If we choose as P a doubly-stochastic matrix consistent with the communication
graph, i.e. such that Pij 6= 0 iff (i, j) ∈ E, then by standard Markov chain theory [21] we have that

lim
t→∞

x(t) =
(

1
N

N∑
i=1

zi

)
1

where 1 denotes the column vector with all the entries equal to 1. Moreover it is well known that the
convergence is exponential and that the exponential rate of convergence is given by the essential spectral
radius of P , namely

ρess(P ) := max{|λ| : λ ∈ σ(P ) \ {1}}
where σ(P ) is the set of eigenvalues of P .

The relation between the network topology and the essential spectral radius has been the subject of
extensive research in the community working on Markov chains and many results have been found. We
will show now some alternative ways to evaluate the performance of this algorithm.

3.2 2-norm of the consensus error as a performance index

A first alternative way to evaluate how fast x(t) converges to its limit x(∞) is by considering the L2

norm of the difference x(t)− x(∞), namely by considering the index

J(P, x(0)) := 1
N

∞∑
t=0
||x(t)− x(∞)||2

where || · || denotes the 2-norm of a vector. Through some computations it can be seen that

J(P, x(0)) = x(0)TQx(0)

where T denotes transpose and where

Q = 1
N

∞∑
t=0

(
P − 1

N
11T

)t (
P T − 1

N
11T

)t
In order to make this cost small, it is necessary to make the positive semidefinite Q small, by, for
instance, making its trace small. In case the components xi(0) are random variables, then it makes sense
to consider the cost J(P ) := E[J(P, x(0))] and, in case xi(0) are i.i.d. random variables, we have that
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J(P ) = r traceQ, where r = E[xi(0)2]. Finally observe that, if P is a normal matrix, i.e. P TP = PP T

(e.g. symmetric matrices are normal), then we have that

J(P ) = 1
N

∑
λ∈σ(P )
λ6=1

1
1− |λ|2 (1)

which is a cost function depending on all the eigenvalues of P .

3.3 Performance of the consensus algorithm with noisy communications

Assume that, due to noise in the communication between nodes we have that the consensus algorithm
becomes

x(t+ 1) = Px(t) +Wn(t)
where W ∈ RN×N and n(t) is a i.i.d. random sequence with E[n(t)n(t)T ] = rI . This variation of the
consensus algorithm has been analyzed in [31] in case of W = I and in [12] in case of W = P − I .
In this case the consensus is not reached and the components of x(t) will never become equal. It makes
sense in this case to consider the displacement

e(t) := x(t)− 1
N

N∑
i=1

xi(t)

and then the cost function
J(P ) := 1

N
lim sup
t→∞

E[e(t)T e(t)]

which gives the asymptotic expected dimension of the displacement. It is shown in [31] that in case P
is normal and W = I , then

J(P ) = 1
N

∑
λ∈σ(P )
λ6=1

1
1− |λ|2

which coincides with the cost function proposed in the previous section. It is shown in [12] that in case
P is normal and W = P − I , then

J(P ) = 1
N

∑
λ∈σ(P )
λ6=1

|1− λ|2
1− |λ|2

3.4 Performance of the consensus algorithm for distributed estimation

Consider the simple problem of distributed estimation in which N sensors measure the same real
value z plus i.i.d. noises. Clearly, the best estimate for z would be the average of such measurements,
but sensors can to communicate only along the graph G. The sensors’ measurements form a vector
x(0) ∈ RN , with xi(0) = z+ni, where the noises n1, . . . , nN are i.i.d. random variables with zero mean
and variance r.

In order to estimate z we run the average consensus algorithm and in this case the most natural
performance measure is average quadratic error

J(P, t) = 1
N

E
[
eT (t)e(t)

]
8
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where e(t) is defined as e(t) = x(t)− z1. It can be shown that J(P, t) can be re-written as

J(P, t) = r

N
trace

(
(P t)TP t

)
(2)

If P is normal, then
J(P, t) = r

N

∑
λ∈σ(P )

|λ|2t (3)

Notice that the best it can be done by the sensors is to obtain the exact average which is obtained only
for t =∞ when we get J(P,∞) = r/N . Therefore the cost due to P is given by

∆J(P, t) := J(P, t)− r/N.

As an evaluation independent of t of this quantities can be obtained by taking

J(P ) =
∞∑
t=0

∆J(P, t)

It can be shown that
∆J(P, t) = 1

N

∑
λ∈σ(P )
λ6=1

|λ|2t

and that
J(P ) = 1

N

∑
λ∈σ(P )
λ6=1

1
1− |λ|2

which is the same cost function proposed in the previous section.

3.5 Performance of the consensus distributed Kalman filtering

Assume we have a scalar random process x(t) described by the following model

z(t+ 1) = z(t) + w(t)

where w(t) is an i.i.d. random sequence in which w(t) is zero mean and variance equal to q. Assume
that each node i can take a noisy measurement yi(t) of z(t) at each time step according to the following
model

yi(t) = z(t) + ni(t)

where n1(t), . . . , nN(t) are i.i.d. random variables with zero mean and variance r which are independent
over different time instants. A possible algorithm which allows the nodes to obtain an estimate of z(t)
has been proposed in [23] and it can be described as follows. Let xi(t) denote the estimate of z(t) of the
node i and let x(t) be the vectors having xi(t) as components. Then we take

x(t+ 1) = (1− `)Pmx(t) + `y(t)

where ` is a real number in ]0, 1[ and P is a doubly stochastic matrix. This algorithm updates the
estimates by first making m steps of the consensus algorithm, and then by making a convex combination
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Figure 1. The circle graph

of the obtained vector and the measurements. It can be shown that these consensus steps improve the
estimates. If we define the estimation error as e(t) = x(t)− z(t)1 and we consider the cost

J(P, `,m) := 1
N

lim sup
t→∞

E[e(t)T e(t)]

it can be seen that [3], if P is normal, then

J(P, `,m) = q(1− `)2

1− (1− `)2 + r`2

N

∑
λ∈σ(P )

1
1− (1− `)2|λ|m

In the following examples we will concentrate to the performance indices (1) and (3). Through these
examples we will show that these performance indices can suggest very different ranking of possible
matrices P with respect to the ranking suggested by the essential spectral radius, which is standard
performance index considered for evaluating consensus algorithms.

3.6 Examples

Example 1: The circle graph Consider the following N ×N circulant matrix P

PN =



1/3 1/3 0 · · · · · · 1/3
1/3 1/3 1/3 · · · · · · 0
0 1/3 1/3 1/3 · · · 0
...

... . . . . . . . . . ...
0 · · · · · · 1/3 1/3 1/3

1/3 · · · · · · 0 1/3 1/3


The graph which describes the communication topology between nodes required in this case is shown
in figure 1. We assume that all self loops are edges of the graph even though they are not depicted in
the figure. The matrix ideally represents communication over a one-dimensional space and in fact the
diameter of this graph is proportional to N . It is shown in [4] that in this case ρess(PN) ' 1 − C/N2

where C is a suitable constant. This shows that as N tends to infinity, the convergence of the algorithm
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Figure 2. The time evolution of J(PN , t) for the matrix PN introduced in Example 1.

tends to be very poor. Nonetheless we expect that, in case of distributed estimation, the presence of
more sensors should instead increase the performance. It can be seen that the distributed estimation
performance index

J(PN , t) = max
{

1
N
,

1√
t

}
which shows that the bigger is N , the better is the estimation performance. Figure 2 depicts the time
evolutions of J(PN , t). Notice that for fixed N we have evolutions which exponentially converge (with
rate 1−C/N2) to a constant value r/N . Notice that J(PN , t) = J(P∞, t) if t < N , and that the envelope
of the curves, which corresponds to the evolution with N =∞, converges to zero as 1/

√
t.

Example 2: The torus graph LetN = M2 and consider theN×N matrix PN which is the Kronecker
product of two N × N circulant matrices like the one introduced in the previous example. The graph
which describes the communication topology between nodes is shown in figure 3. We assume again
that all self loops are edges of the graph even though they are not depicted in the figure. The matrix
ideally represents communication over a two-dimensional space and in fact the diameter of this graph is
proportional to

√
N .

It is shown in [4] that in this case ρess(PN) ' 1−C/N where C is a suitable constant. It can be shown
conversely that J(PN) ' C logN , where C is again a suitable constant, different from the previous one.

Example 3: The two cluster graph Consider now a graph of N nodes. Assume that N is even and
consider two complete graphs over N/2 nodes. Assume again that all self loops are edges of the graphs.
Choose now p nodes in the first graph and other p nodes in the second. Delete the self loops of these
2p nodes and add p edges connecting one of the p selected nodes of the first graph with the other p
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Figure 3. The torus graph

Figure 4. The two cluster graph

selected nodes of the second graph. In this way we obtain a coupling between p nodes of the two graphs.
The graph which describes this communication topology is shown in figure 4. Consider the matrix PN,p
obtained by multiplying the adjacency matrix of the obtained graph by the 2/N . We obtain in this way
that

PN,p = 2
N


[

11T 0
0 11T

]
−


0
I
−I
0

 [ 0 I −I 0
]

Where 1 is the N/2 dimensional column vector with all ones, I is the p× p identity matrix and symbol
0 denotes matrices with zero entries of suitable dimensions. With some computations which we don’t
present here for space constraints it is possible to prove that N − p − 2 eigenvalues of PN,p are zero,
one is equal to 1, p eigenvalues are equal to −2/N , one is ' −1/2N and one is ' 1− p/N2. With this
data we can argue that ρess(PN,p) ' 1 − p/N2 and that J(PN,p) ' p/N + N/2p. Taking p ' εN with
ε < 1/2, we obtain that ρess(PN,p) ' 1− ε/N and that J(PN,p) ' ε + 1/2ε which does not grow in N .
Comparing this case with what obtained for the torus graph we realize that, while in the two cases the
performance index ρess has the same behavior hasN grows, they present different behaviors with respect
to the performance index J(PN,p), since for the torus graph this grows logarithmically in N , while for
the two cluster graph it does not diverge in N .
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4 Anytime reliable transmission of real-valued information and state estimation
over noisy digital channels

Reliable transmission of information among the nodes of a network is known to be a relevant problem
in information engineering. It is indeed fundamental both when the network is designed for pure infor-
mation transmission, as well as in scenarios in which the network is deputed to accomplish some specific
tasks requiring information exchange. Important examples include: networks of processors performing
parallel and distributed computation [30], wireless sensor networks, in which the final goal is estimation
and decision making from distributed measurements [15, 17, 32, 10]; sensors/actuators networks, such
as mobile multi-agent networks, in which the final goal is control [16, 24, 22]. Distributed algorithms
to accomplish synchronization, estimation, or localization tasks, necessarily need to exchange quantities
among the agents, which are often real-valued. Assuming that transmission links are digital, a funda-
mental problem is thus to transmit a continuous quantity, i.e. a real number or, possibly, a vector, through
a digital noisy channel up to a certain degree of precision.

This section is concerned with the problem of computational efficient transmission of a a real vector
through a noisy digital channel. We shall focus on anytime transmission algorithms, i.e. algorithms
which can be stopped anytime while providing estimations of increasing precision.

As especially pointed out in a series of works by A. Sahai and S. Mitter [27, 26, 28], there is a specific
feature distinguishing the problem of information transmission for control from the problem of pure in-
formation transmission. This is related to the different sensitivity to delay typically occurring in the two
scenarios. Indeed, while the presence of sensible delays can often be tolerated in the communication
performance evaluation, such delays can be detrimental for the system performance in several control
applications. Here, the fundamental question is not only where, but also when the information is avail-
able. For this reason, it is often desirable to use transmission systems for control applications which
are able to provide estimates whose precision increases with time, so as providing a reasonable partial
information transmission anytime the process is stopped.

On the other hand, both in control and communication the computational complexity of the transmis-
sion schemes is a central issue. In fact, nodes in wireless networks are usually very simple devices with
limited computational abilities and severe energy constraints. Applicable transmission systems should
be designed performing a number of operations which remains bounded in time, both in the encoding
and in the decoding. Hence, an analysis of the tradeoffs between performance and complexity of the
transmission schemes is required.

A fundamental characteristic of digital communication for control applications concerns the nature of
information bits. In the traditional communication theory, information bits are usually assumed to be
equally valuable, and they are consequently given the same priority by the transmission system designer.
In fact, design paradigms of modern low-complexity codes [25] –based on random sparse graphical
models and iterative decoding algorithms– treat information bits as equally valuable. While such an
assumption is typically justified by the source-channel separation principle, this principle does not gen-
erally hold when delay is a primary concern. For instance, it is known that separate source-channel
coding is suboptimal in terms of the joint source-channel error exponent [7, 8]. In fact, in many prob-
lems of information transmission for control or estimation, different information bits typically require
significantly different treatment. As an example, particularly relevant for the topics addressed in this
paper, assume that a random parameter, uniformly distributed over a unitary interval, has to be reliably
transmitted through a digital noisy channel (see [2] and references therein for the analysis of the informa-
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tion theoretic limits of this problem on the bandwidth-unlimited Gaussian channel). Such a parameter
may be represented by its binary expansion, which is a stream of independent identically distributed
bits. Clearly, such information bits are not equally valuable, since the first one is more significant than
the second one, and so on. This motivates the study of unequal error protection codes [19, 1]. One of
the challenges posed by information transmission for control/estimation applications is to come up with
design paradigms for practical, low computational complexity, unequal error protection codes.

4.1 Notation and problem formulation

The symbol R and N will denote the sets of reals and naturals, respectively. A sequence xt, t =
1, 2, . . . is sometimes denoted with the symbol x = (xt)∞t=1, while with the symbol x = (xt)Tt=1 we will
mean its truncation to t = 1, . . . , T .

We shall now provide a formal description of the problem. Let x be a random variable taking values
on X ⊆ Rd and assume we want to transmit an approximation of x through a digital noisy channel.
Through this channel in a period of t seconds it can be transmitted n = at bits y1, . . . , yn ∈ {0, 1}. The
parameter a together with the channel characteristics provide the communication capabilities of the sys-
tem. The communication channel has output zi taking values in another finite alphabet Z . Transmission
is assumed to be memoryless, i.e., given the current input yi, the output zi is assumed to be conditionally
independent from the previous inputs (ys)i−1

s=1 and outputs (zs)i−1
s=1, as well as from the vector x. The

conditional probability of zi = z given yi = y will be assumed stationary and denoted by p(z|y).
The anytime transmission scheme consists of an encoder and a sequential decoder. The encoder

consists of a family of maps Ei : X → Y , specifying the i-th bit yi ∈ {0, 1} transmitted through the
channel, namely yi = Ei(x). The decoder instead is given by a family of mapsDi : Z i → X , describing
the estimate x̂i = Di((zs)is=1) of x obtained from the string (zs)is=1 that has been received until time t.

4.2 Performance indices and communication and computation constraints

In order to evaluate the performance of a scheme, we introduce mean squared error after the transmis-
sion of n bits y1, . . . , yn by

∆n := (E||x− x̂n||2)1/2 . (4)

We are typically concerned with the rate of decay of ∆n as a function of the number n of transmitted
bits, for different anytime transmission schemes.

In this way we can compare the communication resources with the performance which can be obtained
through different strategies. We can include into the picture also the computation resources as follows.
Assume that the encoder and/or the decoder tasks are run by a computer unit which is able to do bt
operations in a time interval of t seconds (the parameter b can be seen as the computation capability of
the system). Now it makes sense to understand which is the precision we can get after t seconds, a time
interval in which at most at bits can be sent and in which at most bt operations can be completed. In this
way we will obtain the same mean squared error ∆t, but now as a function of the time t.

In this way we can compare different strategies. In [27] a coding procedure has been proposed for gen-
eral digital channels. This strategy uses the channel very efficiently, since the error after decoding is an
exponentially decreasing function of the transmitted bits. However, this method is very computationally-
inefficient, since it requires a number of operations which is an exponential function of the number of
transmitted bits. Consequently, it can be shown that the error ∆t, as a function of the time available,
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is only polynomially decreasing. In [6] other two procedures are proposed for the particular case of an
erasure channel. One scheme, as for Sahai’s scheme, provides an exponentially decreasing error, as a
function of the number n of transmitted bits, and it requires ' n3 operations from the computing unit.
As a result we get an error ∆t that, as a function of the time available, is of the form

∆t ' 2−αt1/3

which is subexponential in t. In the same paper [6] another simple (almost trivial) scheme is proposed,
which seems very poor under a communication point of view, since it yields an error ∆n as a function
of the the number n transmitted bits which is subexponential, namely ∆n ' 2−βn1/2 . However, since
it requires only ' n operation to process n bits, it yields an error ∆t that, as a function of the time
available, is of the form

∆t ' 2−γt1/2

which is the best of the three methodologies.

4.3 Application to state estimation under communication constraints

The problem illustrated in the previous paragraph is related to the state estimation problem under
communication constraints (see [29, 20] and references therein). Assume we are given a discrete time
stochastic linear system

x(t+ 1) = Ax(t) + v(t) , x(0) = x0 , (5)

where x0 ∈ Rn is a random vector with zero mean, v(t) ∈ Rn is a zero-mean white noise, x(t) ∈ Rn is
the state sequence, and A ∈ Rn×n is a full rank, unstable matrix.

Suppose that a remotely positioned receiver is required to estimate the state of the system, while
observing the output of a binary erasure channel only. Then, it is necessary to design a family of encoders
Et and of decoders Dt. At each time t ≥ 0, the encoder Et takes x(0), . . . , x(t) as input, and returns the
symbol yt ∈ {0, 1}, which is in turn fed as an input to the channel. The receiver observes the channel
output symbols z0, . . . , zt, from which the decoder Dt has to obtain an estimate x̂(t) of the current state.

If we have that v(t) = 0 for every t ≥ 0, then the only source of uncertainty is due to the initial
condition x0. Hence, in this case, the encoder/decoder task reduces to obtaining good estimates of x0 at
the receiver side. Indeed, in order to obtain a good estimate x̂(t) of x(t), the receiver has to obtain the
best possible estimate x̂(0|t) of the initial condition x(0) from the received data y0, . . . , yt, and then it
can define x̂(t) := Atx̂(0|t). In this way, one has x(t)− x̂(t) = At(x(0)− x̂(0|t)), so that the problem
reduces to finding the best way of coding x(0) in such a way that expansion of At is well dominated by
the contraction of x(0) − x̂(0|t). The same technique can be applied if v(t) is small with respect to x0
as clarified by the following example.

Example 1: Consider the following unstable scalar discrete time linear system

x(t+ 1) = ax(t) + v(t) , x(0) = x0 ,

where a > 1 and where x0 is a random variable with probability density f(x) and v(t) is a sequence
of independent, identically distributed random variables with zero mean and variance σ2

v , which are
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independent of x0. Assume that a state estimation algorithm is run, based on the noiseless model x(t +
1) = ax(t) by estimating the initial condition x0 from data transmitted until time t. As before, we
shall denote this estimate by x̂(0|t). From x̂(0|t), we form the estimate x̂(t) := atx̂(0|t) of x(t). The
estimation error at time t will be e(t) := x(t) − x̂(t) = at(x(0) − x̂(0|t)) + ∑t−1

i=0 a
t−1−iv(i), so that

E[e(t)2] = a2tE[(x(0)− x̂(0|t))2]+σ2
v

1−a2t

1−a2 . This error depends both on the error in the estimation of the
initial condition, and on the wrong model we used. As we shall see, our techniques yield an estimation
error on x(0) of the form E[(x(0) − x̂(0|t))2] = Cζ(t), where C depends only on the probability
density f(x) and ζ(t) is a function converging to zero depending only on the communication channel
characteristics and on the coding strategy. Therefore,

E[e(t)2] = a2t
[
Cζ(t) + σ2

v

1− a−2t

a2 − 1

]
.

In case C is much larger than σ2
v , there will be an initial time regime in which the error is not influenced

by the model noise but only by the estimation of the initial condition x(0).

5 Consensus and distributed estimation with noisy digital channels

The problem described in previous section, i.e., efficient transmission of real values over digital noisy
channels, can be seen as a first step towards a more ambitious goal: a theory of in-network computation,
which deals with the solution of distributed computing, estimation or control problems when local agents
(e.g., sensors) are allowed to communicate only with a limited number of neighbors, and only through
digital noisy channels (e.g., binary wireless broadcast channels). A tutorial overview of the challenges
of such a research area can be found in [14].

Also in this more general framework, it is essential to have the correct tools to describe the complexity
of an algorithm, by taking into account both the number of transmissions (channel uses) and the com-
putation time required to achieve a desired precision, so as to choose the algorithms which give the best
trade-off.

In order to clarify the issues that arise in this kind of scenario, in [13] we have considered the example
of distributed averaging in the presence of erasures. Here, we will describe the problem, and discuss
the performance metrics; then we will show one strategy that we proposed in [5] which produces a
class of algorithms for solving this problem, and compare different algorithms according to the suitable
performance index.

5.1 Problem statement

We shall consider a set V of N agents, possibly representing sensors in a wireless network, each
having access to some partial information consisting in the observation of a scalar value, which for
instance may represent the measurement of some physical quantity. The observation of agent v will be
denoted by θv ∈ [0, 1], while θ = (θv) will indicate the full vector of observations. The goal is for the
network to compute the arithmetic average of such values, θave = 1

N

∑
v θv by exchanging information

among themselves and without a centralized computing system.
Communication among the agents takes place as follows. At each channel use n = 1, 2, . . ., every

agent v broadcasts a bit av(n) ∈ {0, 1} to a subset of agents, to be denoted by N+
v ⊂ V . Every agent

w ∈ N+
v receives a possibly erased version bv,w(n) ∈ {0, 1, ?} of av(n). The set of in-neighbors of agent
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w will be denoted by N−w = {v : w ∈ N+
v }, whereas bw(n) = (bv,w(n))v∈N−w will denote the vector of

signals received by agent w at n-th channel use. For simplicity, we consider the case of erasure channels:
bv,w(n) = av(n) (i.e., the bit is correctly received) with probability 1− ε, and bv,w(t) =? (i.e., an erasure
occurred) with probability ε, where ε > 0 is some erasure probability which is assumed to remain
constant in n, v and w; furthermore, erasures will be assumed independent in successive transmission
(memoryless channel). Distributedness of the communication algorithm is then enforced by requiring
that the bit av(n) is a function of the local information available to agent v after n transmission rounds,
i.e. of its initial observation θv, as well as the signals {bv(s)}1≤s<n received by agent v up to (n− 1)-th
transmission round.

The communication setting outlined above can be conveniently described by a directed graph G =
(V , E) (the communication graph), whose vertices are the agents, and such that an ordered pair (i, j)
with i 6= j belongs to E if and only if j ∈ N+

i (equivalently i ∈ N−j ), i.e., if i transmits to j with
erasure probability ε < 1. We assume that the graph G is strongly connected, i.e. that any two nodes
u, v are connected by a directed path. We will also assume that G has self-loops on each vertex; this
represents the fact that each node has access to its own information, which is equivalent to assume a
noiseless channel available from i to itself.

5.2 Performance measures

Given the communication scenario outlined above, an algorithm for solving the distributed averaging
problem must specify how, at time t, each agents computes its current estimate of θave, which can depend
only on its initial observation and on the bits received from its neighbours up to time t. If you denote
by x(t) the vector of all agents’ estimates, in order to analyze the performance of different distributed
computation algorithms, we shall study the distance from the desired average θave = 1

N
θT1:

e(t) = x(t)− θave1 .

and in particular the average quadratic error E [||e(t)||2].
A measure of the global (transmission and computation) complexity of the algorithm is given by

T (δ) := inf
{
t ≥ 0 : 1

N
E
[
||e(s)||2

]
≤ δ, ∀s ≥ t

}
, δ ∈]0, 1] .

In other words, for δ ≥ 0, T (δ) denotes the minimum time which is needed to guarantee that the average
mean squared estimation error does not exceed δ.

Clearly, in some applications it can be more interesting to consider separately the transmission and
the computation time, for example because transmission is very energy-demanding and thus it can be
useful to define a similar performance measure which involves transmission time only. It is easy to see
in what follows that the comparison of the algorithms we propose gives a substantially different result
after such a change of point of view in the definition of relevant time.

5.3 Proposed algorithm

Our idea is to use a traditional linear average-consensus algorithm, of the form x(k + 1) = Px(k),
combined with a technique for transmission of real numbers over noisy digital broadcast channels, in
particular we will consider the joint source and channel coding proposed in [6] and described in previous
paragraph.
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Consider the above-described scenario, specified by a set of N vertices V , a strongly connected com-
munication graph G, and an erasure probability ε. The ingredients of our algorithm are:

• a consensus matrix P , i.e., a doubly-stochastic primitive matrix adapted to G, with non-zero diag-
onal entries;

• an increasing sequence of positive integers {τ(k)}k∈N, such that limk→∞ τ(k) = +∞; τ(k) rep-
resents the number of bits that each node transmits at k-th iteration of the algorithm;

• a sequence of encoders, i.e., maps φ(k) : [0, 1]→ {0, 1}τ(k) ;

• a sequence of decoders, i.e., maps ψ(k) : {0, 1, ?}τ(k) → [0, 1] .

Recall that linear average-consensus algorithm (see Sect. 3), after initialization x(0) = θ, is: x(k +
1) = Px(k), i.e., at k-th iteration, node i receives from its in-neighbors the numbers xj(k), j ∈ N−i ,
and updates its state:

xi(k + 1) = ∑
j∈N−i

Pijxj(k) .
We propose to adapt this algorithm, in a way that takes into account the necessity to transmit the real

values xj(k) along digital noisy channels. The initialization of the algorithm is unchanged: x(0) = θ.
Between iterations k and k+ 1 of our consensus-like algorithm, we allow each node j to broadcast τ(k)
bits to its neighbors:

• the bits transmitted by node j at iteration k are the message aj(k) = φ(k)(xj(k)), i.e., a suitably
encoded version of the state xj(k);

• each i ∈ N+
j will receive a corrupted version of aj(k), bij(k), and will use the decoder ψ(k) to

recover an estimate x̂ij(k) = ψ(k)(bij(k))

Then, the next consensus iteration will take place, where node i will use x̂ij(k) to replace the exact state
xj(k) which he can not know exactly:

xi(k + 1) = Piixi(k) +∑
j∈N−i

Pijx̂ij(k)

Clearly, we can write x̂ij(k) = xj(k) + vij(k), and we might think at vij(k) as a residual noise which
could not be removed by the error-correction performed by the decoder. A suitable choice of the en-
coder/decoder pairs and of the transmission phases allows to obtain a noise decreasing with respect to
k, with a speed which depends on the computation complexity which we choose to allow for the encod-
ing/decoding scheme (see Sect. 4.2). To this effect, the assumption that the transmission lengths τ(k)
are increasing in k is essential, because the coding gain is asymptotic in the length of codewords. This
remarks leads us to name our proposed algorithm ‘Increasing Precision Algorithm’ (IPA).

Notice that k takes into account the number of consensus-like updates. However, we must take into
account the time that truly elapses. With a slight abuse of notation, we denote by x(t) the state at
time t; by this we mean that x(t) is kept constant within the whole encoding/transmission/decoding
phase, and then changes when the consensus-like update takes place. Notice that k-th transmission
phase consists of τ(k) bits, and thus requires a time equal to aτ(k), for some coefficient a which is
a property of the transmission devices. Then denote by κ(k) the number of operations required at k-
th phase: this is a function of the length τ(k), which depends on the choice of the encoding/decoding
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scheme. Clearly the computations required at k-th phase occupy a time bτ(k), for some constant bwhich
describes the computing speed allowed for the agents. So, finally, k-th state update takes place at time
t(k) = ∑

h≤k(τ(k) + κ(k)).
We consider in particular two instances of our IPA algorithm, differentiated by the choice of the

encoding/decoding scheme and the choice of the transmission lengths {τ(k)}k∈N. In both cases we
consider anytime encoding/decoding schemes proposed in [6] and described in Sect. 4.2, so that each
agent needs to memorize only one encoding and one decoding rule, which then can be applied for the
desired transmission length; also, for simplicity, we assume all agents implement the same encoder and
decoder. The two versions of the algorithm are the following:

(a) a high-performance code, based on linear random trees, which ensures an estimate error decay,
after τ transmitted bits, which is exponential in τ : E[(x− x̂)2] ≤ Cβ2τ for some constants C > 0
and β ∈ (0, 1) depending on the erasure probability ε only. In this case, a suitable choice of
transmission lengths is linear: τ(k) = Sk where S > 0 is a parameter to be designed. The
good error-correcting capability comes at the price of computational complexity, particularly in
the decoding process: the number of required operations grows cubically with the transmission
length: κ(k) = Kτ(k)3 = KS3k3 for some K > 0. Thus, k-th state update takes place at time

t(k) =
∑
h≤k

(aSh+ bKS3h3) ' k4

(b) a simple coding technique, with lower performance but also lower complexity. The error decay
after τ transmitted bits is E[(x− x̂)2] ≤ Cβ2

√
τ , and a suitable choice of the lengths is τ(k) = Sk2

so that the error decay is still exponential in k, even though this comes with a longer time devoted
to transmission. The advantage is on the computational complexity, which is: κ(k) = Kτ(k) =
KSk2. Thus, k-th state update takes place at time

t(k) =
∑
h≤k

(aS2h2 + bKSk2) ' k3

5.4 Performance analysis

We study the distance from the correct average at k-th state iteration e(k) = x(k) − θave1, because
then it is easy to find results for the error at a given time t, e(t), using the different expressions for t(k).

The main result of our analysis is that

1
N

E[e(k)2] ≤ ρ2k 1
(1− α/ρ)2 + α2

(1− α)2

The first term is due to the distance from the current average of their states (i.e., how far agents are
from meeting in the nearest point, whichever it happens to be), and decays exponentially in k with a
speed given by the graph topology (ρ being the essential spectral radius of P ). The second term is due
to the distance within the current average and the desired average of the initial states; this can be made
arbitrarily small by choosing a larger length of the initial transmission phase, because α = βS , where
β ∈ (0, 1) depends on the channel’s erasure probability only, and S is a parameter which can be designed
to fulfil the desired precision requirement.

Finally, this allows to say that the time required to achieve a desired precision δ is the following for
the two versions of the IPA algorithm:
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(a) T (δ) ≤ C1 + C2
log4(δ−1)
log4(ρ−1)

;

(b) T (δ) ≤ C ′1 + C ′2
log3(δ−1)
log3(ρ−1)

.

where C1, C2, C
′
1, C

′
2 are positive constants depending only on ε, a, b, i.e., on the given transmission and

computation capabilities of the given network, while ρ is the essential spectral radius of P .

6 Performance metrics in camera networks

Other interesting performance metrics have been proposed within the WP7 case-study on camera
networks. Regarding the surveillance and multiple target tracking, it is possible to utilize the following
performance metrics:

• Trace reconstruction: it is the number of frames a target is effectively and continuously tracked by
one or more sensors/cameras before being lost

• Information acquired from a target: this can be measured in terms of

- target dimension on the image plane of a camera

- the number of cameras (i.e., the number of different points of view) focusing on a target at
the same time

As for the motion capture problem, the performance of the camera control algorithms can be for-
mulated as the minimization of an error metric based on the reconstructions of the various markers: at
the reconstruction stage a reconstruction and corresponding covariance matrix are produced for each
visible marker, and the objective would be to minimize an index that depends on the overall quality of
reconstruction based on all the information gathered from various cameras. The index will be minimized
when all markers are clearly viewed by all cameras; under camera resource constraints this error will be
minimized when cameras with a wide baseline are used together for a specific set of markers.

7 Conclusion

In this report we considered the problem of finding performance metrics which are suitable for the
networked control systems. The difficulty of this task arises from the fact that networked control applica-
tions naturally concerns problems in which control theory, communication theory and computer science
play a role. As a consequence, the heterogeneity of such disciplines, and in particular the great differ-
ence in the performance indices used in the various research communities, poses a challenge in selecting
a universal performance criterion. The proposed strategy is to start from the specific networked control
or estimation problem that we want to solve, since it will naturally suggest the performance index to be
considered. Through the aid of some examples we showed that this simple strategy can yield to new
interesting and relevant theoretical questions whose solution will indeed require a synthesis of control,
communication and computer science methodologies.
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